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Synopsis

With increasing in-roads made by intelligent control into design of marine craft in recent years many
challenges are posed as regards safety and security in the course of operation. In particular, when intelligent
controlled marine craft are subject to adversarial attack, their vulnerability appears to be of an extreme
nature. It also appears that mounting an adversarial attack has its own challenges, the most important being
physical. It is currently technically difficult to reach attack surfaces of the marine craft systems which have
limited physical accessibility to devices expected to be used while mounting the attack. However, it is
plausible that this situation would be of paramount importance to designers in the future. The authors in a
previous conference (ICMET 2019) discussed a situation when two surface marine craft are designed to ply
in a leader-follower fashion under intelligent control and are subject to adversarial attack assuming a
compromised attack surface. It was suggested therein that the nature of intelligent control being Bayesian
estimation is preferable from the point of view of security. We take the exploration further and study how a
number of such intelligently controlled marine craft behave under adversarial attack. If mounted in such a
situation with many craft, the implications of an adversarial attack would be severe if counter measures are
not available. Our study shows that vessels beyond a certain number could be well handled within a given
area of operation by adjusting parameters of the Bayesian filter employed as a safeguard against adversarial
attack.
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1. Introduction
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Rapid advancements in technology are enabling autonomous operations of naval platforms, with the primary aim
of minimizing the number of naval personnel being put in harm's way, but still achieve operational objectives.
One of the operational objectives could be ensuring that harbours are free from any mines installed by the
adversary or by lurking enemy autonomous vessels and submarines, so as to assure safe passage of the fleet.
Other objectives could be launching smaller vessels (such as missile boats - example Indian Navy attack on
enemy harbour in December 1971)) near the enemy coast to deliver the ordnance at the right place; surveillance
of the coast line; amphibious landings; transiting through oceans; etc

Autonomous naval platforms or marine vessels carrying out successful operational trips on designated routes
have raised several questions within the naval engineering community as regards concerns like reliability ,
safety and resilience. These marine craft have several component systems possessing computational as well as
physical aspects in their function within the context of which these concerns are being understood. Owing to the
high levels of complexity as well as of the ubiquity of such devices, some authors have proposed that an entire
marine craft (except the human beings on it) could be considered as a complex cyber physical system
(Dracopoulos,1997). Such systems pose formidable challenges as regards design and analysis ( Sanfelice, 2015).
The National Institute of Standards in Technology has advanced a unifying Conceptual Framework for Cyber-
Physical Systems [Fra] so that the challenges could be framed in a holistic manner. Such a framework offers
options to address such complexity like Aspect Oriented Design (Advice, join points, join cuts etc.) See also
(Khaitan, 2015; Graja, 2018 ) for formal frameworks. As such these advancements addressed cyber physical
systems without any autonomy or intelligent control.

As a further design dimension of autonomy needs to be incorporated, the challenges like safety are bound to
simply increase. On one hand, the design philosophy appears to be headed in a more holistic direction towards
concepts like situational awareness ( Wang, 2021) Assessments related to safety indicate that the software
component of the ship should be most emphasized (Krzysztof, 2018) as regards vulnerability. Adversarial attacks
are likely to affect the software component the most, putting at most risk the control system of the entire craft or
fleet of craft. This challenge is aggravated in the case of heavy craft due to actuation related matters, as only
three actuator variables, rudder angle, propeller pitch and propeller speed are available (Perera, 2020).The inertia
in heavy vessels makes ship controllability an extremely difficult challenge especially under rough weather
conditions. The rudder and propeller control systems, i.e. only available control units for vessel actuation, may
be inadequate to control such craft under rough sea going conditions. When the marine craft ply at moderate
or high speeds (i.e. over 3-4 knots), the thrusters offer negligible effect. Therefore, control solutions developed
for autonomous surface vehicles (ASVs) and autonomous underwater vehicles (AUVs) would not be acceptable
for large vessels as they would turn out to be rather under-actuated for autonomous real time operation. The
controllability of under actuated autonomous vessels under various navigation conditions would thus remain an
area of critical concern in the future. Not only the challenges in the design of marine vessels as autonomous
cyber physical systems but also their safety under adversarial attack exposes them to significant risk.

A general framework for autonomous ship navigation has been discussed in (Perera, 2020). The aspect of
autonomy and intelligent control enters the cyber physical system in the navigation and guidance blocks
(Dezfoulian, 2013; Bhoyar, 2019). Four main categories of intelligent control (Antsakis, 1993) applied to
marine craft for protection against adversarial attack have been listed in literature as statistical learning, Bayesian
state estimation, fuzzy logic and expert systems. Some combinations have also been explored like in (Brossard,
2019)

The manner in which statistical learning (Vapnik, 1998; Shen, 2019) can be implemented is described in earlier
works (Ceo, 2006; Bhoyar, 2019) using the hybrid automaton model for the purpose of intelligent control. See
also control parameter identification and reinforcement learning control (Back, 1993; Dracopoulos. 1997). A
security intrusion or adversarial attack was considered (Bhoyar, 2019) to occur in the communication channels.
It was then described how learning based control has been recently shown to be highly vulnerable to adversarial
intrusions.the design of the loss function would critically affect the choice of probabilities of state transition
(Erbes, 2005). See also (Szegedy, 2013; Sun, 2018; Roberts 2019;Wieland, 2019) Learning based methods tend
to work based on weak and local statistical irregularities which is very different from the causal relationships
between parts of the information set that humans are sensitive to (Berad, 2001) Unfortunately that poses a
serious drawback. As opposed to this, state estimation according to our results (Bhoyar, 2019) suggest
robustness of the intelligent control system based upon it. It was shown therein that the difference between the
two methods of intelligent control is well captured by the abstract concept of the hybrid automaton (Alur, 1995;



Alur, 2000; Alur, 2011;Alur, 2015; Branicky, 1995;Hespanha, 2004;Johansson, 1999; Lygeros, 1999) which has
been important for understanding the advantages of state estimation methods. However, state estimation based
control also has limitations in terms of computational effort and memory required. In particular the sequential
Monte Carlo method (particle filter) used in (Bhoyar, 2019) is expected to present computational challenges
when considered by designers as regards real time implementation (Snyder, 2008) .

In this work, coordinated motion under adversarial cyber attack is considered with seven such under actuated
marine surface craft in mind designed primarily for following a leader, keeping in view the limitations of
actuation. The intelligent control is implemented in this system via a particle filtering state estimator. We study
the system of these craft in coordinated motion under adversarial attack occurring by way of measurement noise
(jamming) It is found that more craft exposed to the attack allows the filter to perform better in terms of
effectiveness, in a counterintuitive way. This can be attributed to the choice of the importance distribution and
the leader follower model selected. We suggest that this could be considered further in terms of reducing particle
number to counteract the computational effort required when more craft are included in the formation.



2. The leader follower craft model

Depending on the demand of actual naval combat operations, the fleet commanders could make use of different
naval formations for the marine craft described above. Simple formations include

® Line ahead, in which each craft or vessel follows in the wake of the craft ahead

® Line of bearing, in which the craft or ships are deployed along a line running at a definite angle to the
course of the lead craft

® Echelon formation, in which each craft follows to the right or left of the wake of the craft ahead

® Line abreast, in which the craft are deployed in a line perpendicular to the course

Though with the flexibility available to the fleet commanders of making use of different naval craft formations
during combat operations, good old traditional and simple "line ahead" is still very effective in minimizing own
damage and it is for this reason that the present study has concentrated this naval formation.

There are usually three broad approaches for multi-agent coordination reported in the literature - leader
following, behavioural, and virtual structures (Bujorianu, 2012) The line ahead craft formation would fall in the
leader follower category. The general advantage of the leader follower approach is reduction in tracking errors
and that standard control techniques can be applied (Chunyu, 2009). Another benefit is that the motion of only
the leader determines trajectories; therefore, the result is a simple controller better suited for underactuated
marine craft.

The marine craft are assumed to manoeuvre according to the model described below in the line ahead class. We
connect the model and the cyber attack with the actual physical design in the next subsection. Then we discuss
stochasticity that is brought into the model and the filter that is put in as a safeguard. Following this, we note the
outcome of the cyber attack

2.1 Deterministic dynamics

The leading craft follows a path which is independently decided. It can be predetermined or decided on the fly.
The following craft however attempts to maintain a distance beyond a square region centered on the leading
craft. If the following craft enters into this region a strong braking thrust is applied by the craft impeding its
further movement. If the following craft is beyond the region, a thrust is applied accelerating the following craft
towards the leading craft. This thrust magnitude is kept proportional to the separation between the craft in this
mode of operation. This rule of dynamical motion of the craft is referred to as the leader-follower craft motion
model. The first follower then plays the role of the leader for the second and so on. We consider upto seven such
crafts. We recall below the representation of such a system in the case of two marine craft for simplicity, in terms
of a hybrid automaton (Hespanha, 2004)

Figure 1 shows the hybrid automaton with two modes of operation (“in square mode” and “out of square
mode”) These form the set Q of discrete variables of the automaton. The continuous variables of the hybrid
automaton are X; , 1, Vxa , Vy1 Tepresenting the position coordinates and velocity components of the following
craft, and x2 , y2, Vx2 , Vy2 Tepresenting the position coordinates and velocity components of the leading craft. The
system of a pair of craft which we refer to as the fleet thus has a dynamical state which is specified by eight
variables. These change in time as dependent variables of an ordinary differential equation in each of the modes
of operation of the hybrid automaton as shown above. The differential equation itself contains the information
about the dynamical motion rule used and thus is obtained from the motion model detailed above.
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Figure 1: Hybrid Automaton representing the leader-follower interaction model for two marine (Bhoyar, 2019)

The case of a single marine craft has been addressed by (Rigatos, 2013) and two by (Bhoyar, 2019) We have
examined such a case of seven marine craft, each following successive craft in a leader follower fashion. The
first one is cruising on a predesignated path or a motion law involving exclusively its state variables. Each craft
senses the position of the successive craft and this measurement is included in the dynamical model for its
motion. The dynamics involves some amount of stochasticity owing to secondary behaviour of engineered
systems like actuators and drives for example. But there is an element of stochasticity in the attacks which might
be carried out on the sensor measurements. We model an attack as noise occurring in the measurements. The
group of marine craft are considered to have a state estimator to mitigate such an attack. As expected, such a
protection mechanism works adequately upto a certain intensity of noise introduced as an attack. We detail this
in the next subsection.

2.2 Physical Design of Network and Adversarial Cyber Attack

The marine craft are actually viewed as a large communications network with five layers viz. physical, data link,
network,transport and application layers (Vadlamani et. al., 2016 ) Some authors have recently suggested that the
physical components of a vehicle system instead be understood from the point of view of communications and
control, in terms of three levels viz. sensing, communication and control levels (El-Rewini et. al., 2020) This
has been done in the context of land vehicles. We refer to this view, but taken over to context of marine craft

“At the bottom of the hierarchy is the sensing layer, which is vulnerable to spoofing and eavesdropping attacks
on vehicle sensors, such as the inertial or radar sensors. Above the sensing layer is the communication layer,
which encompasses both inter-vehicular and intra-vehicular communications and is vulnerable to eavesdropping
attacks and the manipulation of messages between vehicles and roadside infrastructure. The communication
layer is also susceptible to threats that propagate upward from the sensing layer, which is made of vehicular
sensors. Threats to both the sensing and communication layers can affect the top most tier, the control layer,
which describes automated vehicular control techniques, such as vehicle speed and steering control.” (El-Rewini



et. al., 2020, p2)

The mathematical model we discuss in this work would be implemented in the processing block of the control
system, typically onboard or on shore computing machines. The adversarial attack is assumed to take place on
the sensors in the primarily presented layer or lowest layer of the three. The sensing layer is made up of vehicle
dynamics and environmental sensors, which are vulnerable to eavesdropping, jamming, and spoofing attacks.
Hardware involved in this layer is lidar/cameras, radar/ultrasonic sensors, GPS/TPMS, gyroscopic sensors etc.
which would be the immediate subject of the attack. We limit ourselves to the widely used class of attacks called
the jamming attack. In such an attack, the signal to noise (or noise and interference) ratio is reduced after gaining
access to the signal carrier for the particular measuring device transmitting its signal to the processing unit. In
literature, jamming attacks and their countermeasures have been extensively studied and categorized. (Osanaiye,
Alfa and Hancke, 2018) Non invasive countermeasures (i.e. those involving little change in hardware and more
in the information processing unit) have been recommended (Caprolu et. al., 2020)

“Despite the availability of several anti-jamming schemes, vessels require the adoption of non-invasive
protocols, that should be thoroughly assessed and contextualized in order not to require expensive and
time-consuming hardware change operations, while providing seamless integration with current technologies
and ease of use.”

2.3 Safeguard against the Cyber Attack: Stochasticity and Particle Filtering

The differential equations in the two modes are appended by noise terms to bring in stochasticity due to actuators
and due to measurement. The attack is expected to take place in the measuring system. The mitigation is
achieved as follows. Replicas of the systems, called particles are imagined, each with states similar to the actual
system. The dynamics of the system involves differential equations which involve the actual system state as
dependent variables. These actual variables are replaced by the estimated variable obtained from particles.
Particles are themselves evolved also according to this dynamics. In addition, though, at each time step, the
particles are weighted and selected according to a distribution for obtaining the estimated state. This is
essentially the part equivalent to the particle filter.

2.4 Outcome of the Cyber Attack

Even though autonomous marine craft are pre-programmed, they would still be communicating with the
command and control station, who will be watching the trajectory or the path of these vessels as well as the
general health of the machinery, onboard sensors and other payloads. Therefore, this presents a window of
opportunity for the attacker to displace the vessels from their target paths, thereby fulfilling the attacker’s
objective. The Fleet Commander owning these autonomous assets will have no choice but to abort or modify the
mission profile. The outcome would practically end up depending upon the action plans of the attacker and the
fleet commander, though the fleet commander would be greatly aided by the computational safeguard we
suggest.

3. Numerical Method, Algorithm and Simulation
We present some details about various control structures we used in our algorithm, then note three parameters
which we vary in our simulations and present the algorithm.

3.1 Control structures

A function ‘update’ was prepared for updating the state of the system of craft (which we refer to as a fleet) This
involves the differential equation for the dynamics, the Runge Kutta discretization time step size and the
previous state. No stochastic dynamics is included in this function though the estimated state is actually used
instead of previous actual state (which is what one would if the vehicle sensors were 100% modelable) We have
however provided the previous actual as well as the estimated state in the function, just in case it would be
needed to include both in the dynamics in the future. But as such the previous actual state is not presently being
employed within the function code.

We use two other functions ‘dash’ and ‘prepk’ in the above update function. ‘Prepk’ prepares the Runge Kutta
multivariable change in the state of the fleet by adding the four standard contributions (of fourth order Runge



Kutta method) together and ‘dash’ adds this change to the state of the fleet. A special function is needed to add
states which we call ‘addfleet’.

The main control structure which contains the dynamics of the system is simply named as ‘f’. This function
contains the (nonlinear) differential operator. We have allowed for the estimated state to be accessible to this.
Normally, in the case of usual solvers of differential equations, we would have had just the actual state. In case
of an attack, the actual state being used would mean that we have not provided any protection. When we wish to
switch on the protection we use the estimated state wherever we otherwise require to use the actual state in this
operator. We find this function useful. By providing such a function data structure for the differential operator,
we can easily change the differential equation whenever needed.

3.2 Parameters of importance in simulations

The number N of particles of the filter and the importance distribution are controlled in our code for the purpose
of this work. The effect of the attack is mitigated via this importance distribution. We include the effect via state
variables of two, three and four marine craft. This way we seek to study how the system responds under a
particle filter to attack if the number of craft in the fleet increases.

We also allow for four separate variances -
1. the variance used in random generation of particles.
2. the variance used in the stochastic part of the system dynamics, which represents actuator stochasticity.
3. the variance used in the stochastic part of dynamics while being used for estimation purposes. This is
separate from the one above as it represents judgement of stochasticity of the system dynamics or
judgement of stochasticity of actuators as opposed to representing actual stochasticity.
4. the variance that represents the adversarial attack (var_M) and this is the main concern in this work.

3.3 Algorithm

The main algorithm is provided below.
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We essentially have employed bootstrap filtering with unbiased sampling.
4. Results

We have simulated main cases of the marine craft system wherein the attack is mounted on the first two, three
and four craft. The remaining cases are similar to the one with the attack on four craft. In each main case we
increase the number of particles from 10 to 20 and call them subcases. As the number of particles increases , the
filter provides more robustness to uncertainty and one can interpret that the level of offered protection increases.
Further, in each of these subcases we increase the measurement variance in position, which represents the attack
intensity, from 5.0 length units squared to 15.0 length units squared.

It should be noted that there are only two scales of physical quantities in the system, length L. and time T. We
have obtained all physical quantities in terms of L and T. For the purpose of this work we assume L = 1.0 metre
and T = 1.0 second. This sets the speed of the leading craft to 19.4 knots. The remaining craft start from rest.
Initially, each of the remaining craft are separated from successive craft by 5 km. A total time of operation of 10
minutes has been simulated. However, the results can be scaled dimensionally to any specific size and time
period depending upon the application.

We first show the trajectories when there is no attack on the system.

4.1 Without attack
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Figure 2: Motion trajectories without any attack.

The red craft in Figure 2 is the leader and the craft 2 (green) follows immediately. The proportionality constant
of distance is kept high to demonstrate the sensitivity of the system to this parameter. We see that the second
craft is pushed back if it enters the square region about the leading craft. The other trailing craft have a lesser
value for this constant and hence follow a more orderly path.

4.1 Attack on two leading craft
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Figure 3 : Attack on two craft N=10 var_M=5.0
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Figure 4: Attack on two craft N=10 var_M= 15.0

The attack is seen in figures 3 and 4 to increasingly disrupt the trajectories as its intensity increases. We then
enhance the safeguard by increasing the number of particles to 15 below.
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Figure 5: Attack on two craft N=15var_M= 5.0
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Figure 6: Attack on two craft N=15var_M= 15.0

For 15 particles, we see in figures 5 and 6 that the level of protection has increased but there is still appreciable
disruption when the maximum level of attack is reached in figure 6 above. We now increase the number of

particles further to 20 below.
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Figure 7: Attack on two craft N=20 var_M= 5.0
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Figure 8: Attack on two craft N=20 var_M= 15.0

There is no significant change in the level of protection offered above in figures 7 and 8 as compared to 15
particles.

4.2 Attack on three leading craft

We now allow the attack to be mounted on three vessels and proceed again to study the trend with an increasing
number of particles. We set the number of particles to 10 and examine the three levels of attack as before.
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Figure 9: Attack on three craft N=10 var_M= 5.0
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Figure 10: Attack on three craft N=10 var_M= 15.0

The protection offered by 10 particles offers only a slight improvement as compared to the case when two craft
were under attack as seen in figures 9 and 10. The situation is better with 15 particles below.
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Figure 11: Attack on three craft N=15 var_M= 5.0
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Figure 12: Attack on three craft N=15 var_M= 15.0
The disruption is visibly a little lesser in figure 12 when the particles are 15 in number as compared to the

response when only two craft were under attack in figure 6. We now present the disruption when 20 particles are
employed.
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Figure 13:Attack on three craft N=20 var_M= 5.0
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Figure 14: Attack on three craft N=20 var_M= 15.0

The protection offered when 20 particles (figures 13 and 14) are employed is significant but there is still a
disruption at the third level of attack, the maximum out of the levels we consider.

4.4 Attack on four leading craft



With four craft exposed to attack, we see that the situation improves even further. First, we check with the lowest
level of protection, i.e. 10 particles. We show only the picture at the maximum level of attack.
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Figure 15: Attack on four craftN=10 var_M= 15.0
We see above in figures 15 that the disruption is hardly visible, especially in the third craft trajectory, unlike the

previous two main cases when only two and three craft were under attack. We now increase the number of
particles to 15 below. The picture remains unchanged. We show some instances below
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We see in figure 16 that at the level of 15 particles, the safeguard is performing well with hardly any disruption.
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Figure 16: Attack on four craft N=15 var_M= 15.0

The situation continues further. We again show only the maximum attack level below.
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Figure 17: Attack on four craft N=20 var_M= 15.0

At the level of safeguard of 20 particles above in figures 17, we continue to see negligible disruption.



Overall, we see that the attack is better mitigated with an increasing number of particles as expected. As far as
the number of attacked craft is considered, the results are also as expected for the case of two craft. The
trajectories increasingly depart from the regular behaviour as the attack intensity increases. Increasing the
number of particles improves the situation, but the attack is clearly evident. In the case of three attacked craft,
the trend is the same. However, only the last level of attack is disruptive with the lower attack levels not very
successful. The effectiveness of the particle filter is most notably observed when four leading craft are attacked.
For all levels of attack and all three particle numbers. we see that the trajectories have not appreciably departed
from the regular pattern.. This is the main observation in this work. Attacks on more craft were studied but no
significant departure from the regular pattern has been observed. Though we have reduced the proportionality
constant of separation distance in their case, the fact that the craft near the leader get less disturbed is
noteworthy.

5. Discussion

As expected, we find that increasing the particle number offers better protection against attack in general by
providing a quantification of uncertainty presented by the attack. More interestingly, the estimator works more
efficiently if the attack has been mounted on more craft. We find that four or more craft being subjected to attack
assures a considerable robust response. We attribute such behaviour to the choice of the parametric distribution
employed and the craft interaction model. This rather improved performance of the particle filter which we
observe offers designers an approach to better protection at low particle numbers. The particle filter, though well
suited for nonlinear models with non Gaussian dynamical random variables, presents a curse of dimensionality
problem. The number of particles required for robust uncertainty quantification can be impractical for high-
dimensional systems. It has been proven that the number of particles grows exponentially with dimensions (or
degrees of freedom) (Snyder, 2008) It is not known how high this dimensionality can be for it to be acceptable in
case of a particular application like autonomous craft moving in a line ahead formation. We find that this issue
could possibly be avoided. The results above indicate that for a particular leader follower model, the effect is
mitigated as the accuracy of estimation improves with the number of craft. Further studies would be required to
assess how the leading vehicle trajectory and different leader follower models would affect this result.

6. Conclusion

Autonomous marine vessels, especially underactuated ones, are highly susceptible to adversarial attacks and
intelligent control needs to be further developed to make such attacks very costly. The technique of
Bayesian estimation based intelligent control was earlier shown to hold promising advantages over statistical
learning based control. It was shown that even basic filter parameters like particle number could be effectively
used to design effective safeguards in problems of marine vehicle following and collision avoidance. However,
the limitations of the suggested estimation technique (sequential monte carlo or particularly, particle filtering) are
believed to be compelling enough to investigate other options. The exponential increase of computational effort
with the number of particles is the main bottleneck that has been indicated in literature and which has led to such
a view. This problem would be especially severe in the case of underactuated marine vessels.

Suggesting a potentially contrary direction for future work, we have demonstrated via simulations that the
particle filtering technique still has potential for implementation if employed with certain dynamical models for
marine vessel interaction. We have considered marine vessels operating in a leader-follower fashion, the simplest
and widely preferred line ahead formation, applicable to underactuated craft. Such a formation has been shown
to demonstrate more robustness to jamming cyber attack if more degrees of freedom get exposed and are
adequately addressed by the particle filter. Such a robustness could possibly be observed in other leader-follower
models and for other choices of filter parameters or even filters. These studies would enable designers to
consider employing a lesser number of particles when more marine vessels are exposed to adversarial attack. We
suggest that this approach be considered to offset the exponential increase of computational effort expected when
more marine vessels are incorporated into autonomous leader-follower formations.
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