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Synopsis

The interest in autonomous navigation for surface ships has arisen over the years for both naval vessels and
commercial ships. In literature, several pieces of research addressed the challenges of developing new guidance
laws, stable and robust control algorithms, methodologies to increase situational awareness, and collision avoid-
ance algorithms. Current papers base their outcome on blind trust in the information coming from navigation sen-
sors. However, sensors can be subjected to malfunctioning, or even worse, cyber-attackers may hijack their data.
This last scenario will be more and more common in the near future and represents a dangerous threat that future
generation ships must face. In this work, a grey-box approach has been used to predict the outcomes of a state-
of-the-art collision avoidance algorithm. Based on that, the attack consists of injecting fictitious targets as the in-
put of the collision avoidance to force the ship to follow a predetermined and malicious track. A set of dedicated
simulations using a ship simulator is carried out, and the effects of such a cyber-attack on the automatic collision
avoidance system are shown. Based on the obtained results, at the end of the paper, effects on the evasive route
generations are analysed and deeply discussed.
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1 Introduction

Autonomous navigation is a major focus of nowadays research. While engineers deal with autonomous navi-
gation and control strategies, lawyers and insurance companies manage the controversies associated with the ex-
istence of unmanned autonomous vehicles. The third open research debate is related to cybersecurity. With the
increase of digital and interconnected systems, this aspect becomes crucial. In Kavallieratos et al. (2018), authors
identify and categorize systems that make up an autonomous ship and analyze the ship’s cybersecurity. The prob-
lem of the cybersecurity is handled by international bodies and register issuing guidelines based on the risk analysis
International Maritime Organization (2017), since at current stage, with an immature, fast-changing and not stan-
dardised rules can be difficult to apply. In Tam and Jones (2018), the authors present a model-based risk assessment
and the need for a specific framework that differs from the automotive field. A cyber attack is not a futurist prob-
lem but is still present in the maritime community. In fact, in Meland et al. (2021) reports an overview of 46 mar-
itime cybersecurity incidents from the last decade (2010-2020). Of course, the risk depends on the level of auton-
omy of the ship defined by International Maritime Organization (2018), as reported in Tusher et al. (2022). Cyber-
security is also of great interest to the ports industry and shore-based infrastructures, de la Pefia Zarzuelo (2021).

Thinking of the future, many cyber-attack scenarios might involve autonomous ships: for instance, an au-
tonomous ship might be lured near a fixed threat such as minefields, or in an area that exposes it to other threats,
such as collisions or grounding. Moreover, thinking about future piracy, the ship could be forced to steer in a dan-
gerous area to be seized to obtain a ransom. The attacker can also unnecessarily lengthen a trip to damage goods
or make them arrive late. Lastly, a ship can be forced to bypass the territorial sea or navigate in off-limit areas. All
these possible scenarios can have severe consequences, and the near-future automation designers should face with.
The main idea of the paper is to understand how realistic these scenarios are. For such a reason, in this work, a
grey-box approach has been used to predict the outcomes of a state-of-the-art collision avoidance algorithm. Based
on that, the attack consists of injecting fictitious targets as the input of the collision avoidance to force the ship to
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follow a predetermined and malicious track. Then an evaluation of the “effectiveness” of the proposed approach in
modifying a ship’s route is carried out. In particular, the consequences of trajectory modifications have been anal-
ysed by using a ship simulator and carrying out about 100000 scenarios. The paper is structured as follows. The
collision avoidance module is described in Section 2. The attacker model and description of the attack are shown
in Section 3 and in Section 4, respectively. The implementation is reported in Section 5 while the results are in
Section 6. Conclusions and recommendations are drawn in Section 7.

2 Collision avoidance

The collision avoidance capabilities of the autonomous surface vessel are ensured by a Guidance and Navigation
Controller (GNC) system. Figure 1 presents the architecture of the autonomous navigation bridge. The Integrated
Navigation System (INS) network collects data from the onboard sensors to provide situational awareness of the
surrounding environment (see Section 3.1), including fixed obstacles or other ships. The GNC system is composed
of a path planning module, a Collision Avoidance Algorithm (CAA) module, and a track-keeping module. The
INS shares information about the surrounding obstacles and the vessel’s position, speed, and heading with the
CAA module. The path planning module is then required to compute a collision-free route based on the available
information. The route is updated at a fixed rate with up-to-date obstacle information: each time, the motion
planning module recomputes the optimal path. To ensure collision avoidance and COLREG compliance, the path
planning algorithm predicts the future motion of the moving obstacles: periodic re-planning allows updating the
obstacle data with any unpredictable changes. Eventually, the route waypoints feed the track-keeping module,
ensuring that the vessel follows the computed route.

The motion planner is based on the RRT* algorithm to provide COLREG-compliant evasive manoeuvres, taking
into account the manoeuvring capabilities of the vessel (Zaccone et al., 2019). The algorithm has been extensively
tested in simulation in realistic scenarios (Zaccone and Martelli, 2020; Zaccone, 2021). The presented architecture
is designed for open water navigation, therefore the own vessel is supposed to move at a medium to high speed and
a reasonable distance from the other ships in the scenario, in the order of a minimum of some ship lengths, or at
least twice the tactical diameter. Moreover, the evasive manoeuvres do not require a reduction of the own vessel’s
speed. Such an assumption is reasonable since steering is usually considered the first choice solution for collision
avoidance in everyday ship conduction.

GNC

Path planner
AIS Transreceiver >

A
Y

EPFS >l > CAA

A
SDME A
Track-keeping

INS-Network

Figure 1: An overview of the autonomous navigation bridge architecture

The CAM operates according to the following rules:
* If target ships are detected, the CAA tries to perform a COLREG-compliant CAM, keeping a safety distance
of about 1 nautical mile and limiting the route elongation;

* If no COLREG-compliant CAMs are possible, the CAA tries to perform a non-COLREG-compliant ma-
noeuvre respecting the safety distance;

e If no CAMs are possible, the algorithm progressively reduces the safety distance until a feasible CAM is
found.

3 Attacker model

This section introduces the assumptions and capabilities of the attackers.
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Figure 2: Entrypoint of the attacker inside of the INS

3.1 Assumptions

Figure 1 depicts the network hosting an INS (International Maritime Organization, 2007) and an excerpt of data
sources related to connected sensors. In particular:

i) an AIS transreceiver (International Telecommunication Union, 2014) picks up radio signals and transmits over
the network the position reports of other AIS-equipped vessels;

ii) the EPFS and SDME sensors report the position and speed of the own ship, respectively.

The above data sources represent the inputs of the GNC for outputting its route waypoints and the cross-track
error. All the transmissions are expected to leverage the standard NMEA protocol (International Electrotechnical
Commission, 2016). Moreover, it is assumed that a ship under the guidance of a CAA will try to meet two basic
objectives.

* COLREG-compliant guidance (International Maritime Organization, 1972).
* A minimal deviation w.r.t. the original route whenever a CAM is required.

Eventually, the attackers are supposed to have already gained access to the ship and are connected to its INS
network.

3.2 Capabilities

Under the assumption that attackers are connected to the INS network, they can operate like any other equipment
and interact by reading and writing NMEA data. This condition enables different capabilities as follows.

* Observe the position (as reported by EPFS), speed (as sensed by SDME), and planned route waypoints (as
planned by GNC) of the ship under attack.

* Gain an approximate knowledge of some properties (see Section 4) of the CAA in use.

¢ Inject into the INS fake ships with a predetermined position and speed, i.e., forge and transmit AIS messages
by leveraging the shared communications bus nature of the INS.

Moreover, attackers can rely on highly predictable outcomes of some manoeuvres. This capability depends on
the assumption that the CAA operates according to the COLREG. For instance, Rule 14 states that whenever two
vessels are approaching with nearly reciprocal courses, they both must perform a starboard turn. This rule allows
adversaries to induce a starboard turn of the vessel under attack by injecting a fake ship that reproduces to the CAA
the conditions prescribed above.

4 Attack description

This section details the attack against CAAs. The goal of the attackers is to lure the autonomous ship to a prede-
termined malevolent location. Briefly, the attack comprises two distinct phases: reconnaissance and exploitation

During the reconnaissance phase, attackers analyse the CAA in response to various predetermined conditions.
As a result, the attackers obtain the insights needed to characterise a model of it. The use of the generated model
is twofold. First of all, it allows attackers to maximise their probability of success by understanding which CAMs
are possible. Then, during the exploitation phase, attackers can leverage it to calculate the trajectory of a to-be-
injected fake target ship which is subsequently fed to the INS.
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4.1 Reconnaissance phase

The reconnaissance phase is divided into two steps, the first aimed at identifying the expected behaviour, namely
profiling of baseline conditions, and the second at characterising the CAA, namely estimating obstacle detection
range and CAA deviation. Details are given in the following subsections.

4.1.1 Profiling of baseline conditions

The first reconnaissance step aims at establishing a baseline to correctly distinguish between normal navigation
and CAMs. For that purpose, attackers monitor the ship’s cross-track error while underway. This activity allows
them to establish the maximum deviation from the straight-line course to the next waypoint under normal condi-
tions. The attackers will then classify any future course alteration exceeding the found threshold 7}, as belonging
to a CAM.

X;, >X;_1,Vi=n,....,n—k+1A\X;, —R;, > T;,Vi
ISCAMStart(X,, X, 1., X, 4) = \/{ o = V= n =kt TAXG, =R, > T,vi )
Xih < Xl-_thl:m...,n—k—&-l/\Rih _Xih > Tth
Equation 1 allows attackers to classify whenever an observation of k ship positions X; = (X, ,X;,) belongs

to the beginning of a CAM. Each of the cases is a conjunction between a monotonicity constraint on horizontal
components X;, of the positions and a threshold on the deviation w.r.t. the original route horizontal position R;,.

4.1.2 Estimating obstacle detection range and CAA deviation

As prescribed by COLREG, each ship’s CAA route must keep a safe distance from other vessels to avoid
collisions. Measuring how the distance from other vessels influences the ship’s route by avoiding collision allows
attackers to constrain which areas are reachable as a consequence of the attack.

SD(0) = A(X,s,X,,S,) 2

The first problem faced by the attackers is finding an approximate relation A between the CAA desired safe
distance SD, the ship position X, and speed s whenever faced with a vessel O that is deemed to be in a collision.
Its symbolic representation is given in Equation 2.

R(0) = £(X;,X,8,X,,8,) iif. ||Ri—X,|| <SD(O) forany i 3)

Then, the attackers must estimate which waypoints R(O) the CAA heuristic £ generates once it finds a vessel O
on a collision course along the route. Equation 3 presents the mathematical formulation of this second problem.
In particular, correctly estimating the codomain of £ allows attackers to understand which waypoints are feasible
to be reached during the attack.

4.2 Exploitation phase

The exploitation phase comprises two steps aiming at planning and executing the rogue ship injection. During
the first step, the attackers must find where to inject the fake ship to lure the victim ship towards the desired
waypoint X,,.

0(X,) =T(2,6) )

Equation 4 summarises the above step. Briefly, it synthesises a heuristic I" for calculating the properties of a
rogue vessel O, dependent on the inferred CAA behaviour A and € so that the target position X, will belong to the
CAM for O.

Finally, in the second step, attackers inject the generated vessel O via rogue NMEA sentences (Balduzzi et al.,
2014) sent to the INS network.

5 Attack Implementation

This section details an implementation of the attack described above. For the sake of shortness, the described
implementation focuses on Rule 14 of COLREG. However, the proposed approach is general and can leverage
other scenarios covered by the COLREGs.

5.1 Reconnaissance phase

This phase consists in observing the behaviour of the victim ship and traffic trajectories between pairs of way-
points emitted by the CAA, namely segments. P; and P, identify the start and end points of each segment, respec-
tively. In particular, the attackers overhear the INS network to identify segments and, for each one, determine the
speeds and positions of the ship under attack and other vessels. Then, they classify segments into two categories.

1. No traffic has been encountered along the way.
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2. A possible head-on situation has unfolded during the segment.

They discard segments that do not fall into these two categories. Once the number of gathered segments of both
categories is deemed sufficient, the attackers can start building their adversarial CAA model. Recalling the equa-
tions presented in Section 4.1, the techniques used to calculate 7}, (Equation 1), A (Equation 2), and the codomain
of & (Equation 3) are briefly described.

5.1.1 Estimation of Ty,

To estimate 7, the attackers calculate for each acquired sample belonging to the first category the point-line
distance between the victim ship position X and the P, — Py line. Then, they build a distribution of the found value.
T;, represents the sample mean plus three times the found standard deviation.

5.1.2 Estimation of A

A is estimated to be a linear function of the victim ship speed. For that purpose, the attackers calculate for every
segment belonging to the second category the minimum distance to traffic ships and the speed s at which the victim
ship was going at that moment of the closest encounter. Then, they use the above samples to calculate via least
squares regression a slope m and intercept g. g allows them to estimate the safe distance function as A =m- |s| +g.

5.1.3  Estimation of the codomain of &

Attackers can estimate the co-domain of & by considering the point-line distance measurement for each segment
belonging to the second category, as in the case of 7j,. The above measurements are then normalised with respect to
their position among the P, — P line to construct a virtual boundary of the CAM. Eventually, they use the boundary
to constrain the positions of their target point X,,.

5.2 Exploitation phase

In this phase, the attackers estimate the properties of the ship to be injected, i.e. the shape of I' and inject the
rogue ship into the INS.

5.2.1 Estimation of '

For estimating I', attackers can leverage a gradient boosting decision trees (Ke et al., 2017) regressor. In partic-
ular, its training relies on segments belonging to the second category to estimate, given a specific victim ship posi-
tion X, the properties below.

* The horizontal separation (Ax) between X and the head-on traffic ship.
* The vertical separation (Ay) between X and the head-on traffic ship.

* The time (Af) since the victim ship has crossed F;.

Figure 3 represents how the injection of a rogue ship evolves during an attack. In the initial state (see Figure 3a),
the victim ship is navigating towards P, at a constant speed v. X, identifies the target chosen from within the
codomain of £ where the attackers want to lure the victim ship.

To inject the rogue ship (see Figure 3b), the attackers need to calculate its starting position X,,. In particular, they
can obtain Ax, Ay, and Ar by feeding X, to the regressor. Then, they calculate X/ by adding the resulting offsets
to X,. As the regressor returns a position after a time of Az, the attackers can compute the initial X,, by solving an
Inverse Kinematics (IK) problem with Ar and v.

After calculating the initial placement, the attackers must evolve its position by imposing a trajectory that ensures
the rogue ship crosses X/, with the Az and v used for solving IK. To this aim, they fix the final trajectory as a straight
line at speed v (see Figure 3c).

Finally, the injected ship leads the victim to perform a CAM that forces the crossing at X, as desired (see
Figure 3d). To make the manoeuvre more realistic and malicious intents less evident, the attackers impose the
rogue ship to engage too in its CAM and then proceed again with a straight line trajectory.
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Figure 3: Evolution of the injected ship
6 Results

6.1 Simulation scenario

Figure 4 depicts the simulating scenario used to analyse the attack implementation against the GNC described
in Section 2.

1
T

11 nm

1
T

Figure 4: The environment for the experiments.

Briefly, the autonomous own-ship starts from Py, to reach a destination P, located 15 nm ahead. The scenario
evolves in discrete timesteps of 5s, in which the own-ship autonomously manoeuvres (max rotation 0.2 ° /s) along
the waypoints generated every 30 s by the CAA.

COLREG rule 14 has been simulated by placing a head-on ship between 2 and 13 nautical miles ahead of the
own-ship, among the P, — P line with a random shift in the horizontal direction of at most 500m. The simulation
reproduced 100 no traffic situations and 1000 head-on situations. According to their capabilities to listen for the
INS traffic (see Section 3.2), the attackers recorded the victim and traffic ship trajectories at each timestep of every
scenario.

6.2 Reconnaissance phase

The recorded trajectories represent the dataset required by the reconnaissance phase. From this dataset, T,
for IsSCAMStart has been calculated as the mean plus three times the standard deviation of the cross-track error
observed whenever no traffic ship is present. Figure 5 highlights that the GNC under attack does not exhibit a
deviation exceeding 7, = 59.8m in no-traffic conditions.
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Figure 5: Cross track error distribution during no-traffic experiments.

Then, IsCAMStart has been leveraged to sample the minimum separation between the victim and the traffic ship.
During the experiment, the speed of the own-ship has negligible effects on the separation distance. For this reason,
A (see Section 4.1.2) was approximated with a constant value. Figure 6 shows the obtained distribution. For the
GNC under attack, the mode of the sampled distribution (2130m) is chosen due to its high positive skewness.

0.003 - Mode: 2130m

0.002 ~

Probability

0.001 ~

0.000 -—= T
1800 2000 2200 2400 2600

Distance [m]
Figure 6: Distribution of minimum obstacle separations.

Eventually, [sSCAMStart allowed sampling the minimum and maximum horizontal route elongation for a given
vertical position along the P, — P line. As depicted in Figure 7, the GNC under attack bounds area of action for
the adversaries to a maximal horizontal elongation of approximately 3000m.

6.3 Exploitation phase

After terminating the reconnaissance phase, the regressor on was trained 1510085 datapoints belonging to the
scenarios containing a CAM according to [IsSCAMStart. Then, 96780 synthetic scenarios were generated and exe-
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cuted. Each scenario runs in a 100x100m square contained within the bounds of Figure 7. At least 10 experiments
for each distinct square have been ensured. The injected ship’s initial position and movement comply with the de-
scription given in Section 5.2.1, i.e., it shares the same manoeuvrability of the victim (max rotation 0.2¥) and
performs a 30° starboard turn as its CAM.

Figure 8 shows the resulting minimum distance distribution between X and X,. The GNC under attack has a
sample mean of 470m with a standard deviation of 371m. Figure 9 presents the minimum distance between X and
X, as a function of its position among squares of size 300x1000m (each square contains 300 samples). Figures 7
and 9 show that the best area for the attackers’ waypoints is the closest to a genuine CAM, i.e., close to the
black line in Figure 7. A possible limitation affecting such behaviour is the sampling procedure used for training
the regressor that considers only Rule 14 of COLREG. The above condition biases predictions of the regressor
toward what it has already seen and gives insufficient coverage of cases close to the centerline. Moreover, Figure 7
highlights that the attackers can lure the autonomous ship within a hundred meters from their intended target for
23 squares. Instead, extreme values were unreachable by the attacker. This last property stems from the tendency
of the CAA to generate CAMs with minimal elongation w.r.t. original route (see Section 3).

1600

24000 -
251

23000 -
22000 -
21000 -
20000 -
19000 -
18000 -
17000 -
16000 -
15000 -
14000 -
13000 -
12000 -
11000 -
10000 -

1400

1200

1000

800

600

Distance to waypoint [m]

400

200

I
o
<)
o

O O O
m O [&)] N
—

Horizontal elongation [m]

3000 -

Figure 9: Minimum distances between X and X,

7 Conclusions

In this paper, the risk of a cyber-attack on the collision avoidance module has been shown and potential conse-
quences have been explored. The trained algorithm was able to lure the ship to a predetermined position by mis-
leading the heuristic-based collision avoidance algorithm with a fake target. A systematic analysis has been carried
out to better understand the degree of threat and the maximum elongation. Despite the promising results, some
improvements might be considered to further improve the attackers’ outcomes and capabilities. For instance, aug-
menting the algorithm with heuristics capable of choosing the correct regressor depending on X, would allow the
method to generalise better with X, located further apart from the mean CAM. In addition, multiple repetitions of
the presented approach during the same attack could allow adversaries to reach X,s located further away from the
centerline.

The increasingly open access to navigation data nowadays can make this scenario realistic, by allowing attackers
to perform their reconnaissance phase from public data sources. As countermeasures, the navigation system should
be fed by data coming from navigation different sensors such as cameras, RADAR and LiDAR and combine them
with data fusion algorithms. To conclude, the recommendation is that, in addition to the data fusion techniques,
proper tools need to be studied and deployed in order to early detect the hijack of both sensors and data, for example
as proposed in (Kougiatsos et al., 2022; Maestre et al., 2021).
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