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Synopsis

Developments in technology bring inherent risks along with convenience. Undoubtedly, cyberattacks
constitute one potentially serious risk. While a stereotypical scenario involves a curious teenager sitting in
front of his computer at home, a much more critical threat comes from experienced professionals, supported
by states, who are specially trained and who have the necessary technological equipment to do great harm.
These cyberattacks exert a negative impact on the maritime industry due to the wide usage area of both
information technology (IT) and operational technology (OT) systems. On a related note, opponents of
autonomous ship projects can effectively cite the weaknesses detected in navigation systems onboard ships.
Examination of cyberattacks in the maritime industry as reflected in the press or in academic studies reveals
claims that some of these attacks are state-sponsored. However, no country has to date accepted responsibility
for such cyberattacks. Although those targeted by such accusations have neither confirmed nor rejected
responsibility, the nature of the attacks — sophisticated or requiring high-cost equipment — raises the
possibility that behind the attacks are countries that may have conducted research studies for defensive or
offensive purposes. China, Iran, North Korea, Russia and Turkey have been named among the countries
carrying out cyberattacks on the maritime industry. It is envisaged that these attacks are based on motivations
such as information theft, defence research or sabotage of exploration for underground sources. Among the
cyberattacks on vessels that have been assessed as state-sponsored, the most common have involved GPS
jamming, rendering GPS useless, and GPS spoofing that causes the GPS to report an incorrect position for a
ship at sea. This study examines the cyberattacks on the maritime industry that are asserted as state-sponsored
as well as the parties involved in these attacks and the possible objectives of those parties.
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1. Introduction

Cybersecurity concerns are growing along with the advancement of technologies, the extensive use of digital
and cyber-physical networks on ships, and autonomous ship initiatives such as the Maritime Unmanned
Navigation through Intelligence in Networks (MUNIN), Autosea and Yara Birkeland (Brekke er al. 2019;
MUNIN 2012; Yara International 2018). Furthermore, cybersecurity has led other maritime-related organisations
to become involved due to cyber incidents both at sea and on shore.

Non-profit organisations such as the Oil Companies International Marine Forum (OCIMF) and Chemical
Distribution Institute (CDI) have begun to pressure tanker operators to take action against cyber threats by
offering vetting services for the commercial operations of tanker operators. The Tanker Management and Self-
Assessment (TMSA) and Ship Inspection Report Program (SIRE) questionnaires developed by OCIMF have
been enhanced with queries relevant to cybersecurity. Specific cybersecurity questions have been incorporated
into CDI’s Ship Inspection Report (SIR) questionnaire. RightShip, which offers vetting services for dry cargo
ships, has introduced cybersecurity questions into its questionnaire as well (Oruc 2019).

The maritime sector has also seen initiatives for examining cybersecurity problems, such as ‘Cyber-MAR’
(Cyber-MAR 2019), ‘Maritime Cyber Resilience’ (MarCy) (CRISTIN 2020), ‘Cyber Security of Maritime ICT-
Based Systems’ (University of Rijeka 2019) and the project of ‘Centre for Maritime Cyber Security’ at Tallinn
University of Technology (CORDIS 2020). Countries have also started developing their own research facilities.
The Danish Maritime Cybersecurity Unit was established by the Danish Maritime Authority in June 2018
(Danish Maritime Cybersecurity Unit 2019). The Maritime Cybersecurity Operations Centre was opened in 2019
by the Maritime and Port Authority of Singapore (Maritime and Port Authority of Singapore 2019). Lastly, the
International Maritime Organization (IMO) has not been indifferent to developments. In accordance with
International Safety Management (ISM) Code, all maritime companies are mandated to insert a ‘Guidelines on
Maritime Cyber Risk Management’ into their safety management system, and this will be checked in the first
annual verification of the company’s Document of Compliance (DoC) as of 1 January 2021 (IMO 2017).

Individuals or teams may arrange cyberattacks for varied purposes. Additionally, governments are pursuing
research not only on cybersecurity but also investigating purposes for cyberattack. Because of the technical
facilities and qualified staff that states can offer, state-sponsored cyberattacks are highly sophisticated, yielding
more serious results than attacks promoted by individuals or private groups. For instance, the Center for
Advanced Defense (C4ADS) reported that the alleged attacks by Russia have affected 1,311 civilian vessels in
about a 30-month period (C4ADS 2019). In other words, attacks are also harming merchant vessels.
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Although researchers have investigated the subject of maritime cybersecurity, current academic studies to
date are not sufficient. While considerable work has examined state-sponsored attacks, no studies have been
identified that focus on these attacks within the maritime industry. Therefore, this paper intends to contribute to
the development of the literature.

2. Cyberattacks in General Terms

The International Organization for Standardization (ISO) defines cyberattack as an attempt to destroy,
expose, alter, disable, steal or gain unauthorised access to or make unauthorised use of an asset (ISO 2018).
Cyberattacks may be carried out against companies or governments as well as individuals. Such attacks can be
launched by computers, smartphones, tablets or electronic equipment developed for cyberattacks. The types of
cyberattacks are divided into two categories: ‘Targeted Attacks’ and ‘Untargeted Attacks’.

e  Targeted Attacks: In such attacks, a company or a ship’s systems and data are the intended targets (BIMCO
2018).

e  Untargeted Attacks: In this kind of attack, the systems and data belonging to a company or ship are among
many potential targets (BIMCO 2018).

The concept of ‘Maritime Security’ covers illegal and planned attacks against ships, port facilities and crew.
The International Ship and Port Facility Security (ISPS) code was published to deter terror rampages against
ships, ports and facilities after the ‘September 11° attacks. ‘Maritime Cybersecurity’ is investigated by IMO
under the Maritime Security category. The Maritime Safety Committee (MSC) and Facilitation Committee
(FAL) publish regulations and guidance, which are then circulated to the maritime sector.

2.1.  Typical Characteristics of Cyber Threats

As attack levels increase from level 1 to level 5, they become more sophisticated. Level advancement implies
not only improved attack methods but also an increase in the qualification of aggressive groups. A level 1 attack
can be carried out by a teenager sitting in front of a computer at home, even for entertainment purposes, while at
level 5, the attackers appear to be more well-informed and experienced as well as supported by countries for
political or military purposes. In other words, such high-level attacks are state-sponsored. Table 1 displays the
five levels of cyber threats, dividing actors into five categories (Bodeau et al. 2010).

Table 1: Typical characteristics of cyber threats (Bodeau et al. 2010)

Level Typical Threat Actors Typical Intents of Threat Actors

Disrupt and/or embarrass the victimised organisation
or type of organisation (e.g. a specific department or
federal government as a whole)

1 Hackers, taggers, and ‘script kiddies’;
Cyber Vandalism small disaffected groups of the above

Individuals or small, loosely affiliated
2 groups;  political or ideological

Cyber Theft / Crime activists; terrorists; domestic insiders;

industrial espionage; spammers

Obtain critical information and/or usurp or disrupt the
organisation’s business or mission functions for profit
or ideological cause

Increase knowledge of general infrastructure; plant
seeds for future attacks; obtain or modify specific
information and/or  disrupt cyber resources,
specifically resources associated with missions or
even information types

Obtain specific high-value information, undermine or

Nation-state government entity;
patriotic hacker group; sophisticated
terrorist group; professional organised
criminal enterprise

3
Cyber Incursion
/ Surveillance

Cvber Sabotage Professional intelligence organisation | impede critical aspects of a mission, programme or
yber > & or military service operative enterprise, or place itself in a position to do so in the
/ Espionage
future
Nation-state military, possibly
. supported by their intelligence service; | Severely undermine or destroy an organisation’s use
Cyber Conflict / . . T L. . .
Warfare very  sophisticated and capable | of its mission, information and/or infrastructure

insurgent or terrorist group

2.2.  Implemented Cyberattack Methods for State-Sponsored Attacks

The current technological era has inaugurated an age of cyber threats as well. Cyberattacks are carried out by
malicious individuals, groups or state-sponsored organisations using many different methods. This section
explains the techniques employed in allegedly state-sponsored cyberattacks in the maritime industry.
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2.2.1. GPSJamming

According to the C4ADS, Global Positioning System (GPS) jamming is also called brute force jamming
(C4ADS 2019). This type of attack involves GPS jamming where radio noise is broadcast on the GPS frequency,
blocking the use of GPS and potentially disabling a vessel’s ability to navigate safely (Vistiaho 2017). However,
a GPS failure alert may notify an officer of the problem. Further countermeasures include anti-jamming devices
to use against GPS jamming attacks. Because the applications of these devices are currently available only to
land vehicles, no such implementation currently exists for ships.

2.2.2. GPS Spoofing

A GPS spoofing attack causes the targeted GPS to display the wrong location by receiving a false GPS signal
(Lund et al. 2018). Because an officer on the bridge of a ship might not detect this type of attack, such an attack
is more dangerous than a GPS jamming attack (Humphreys et al. 2008). An undetected attack of this nature
endangers the safe navigation of a ship.

2.2.3. Spear Phishing

In this scenario, the attacker sends an e-mail to the victim’s account. The target may be an individual,
department or company. The malevolent e-mail, which appears to be sent from a reputable institution such as a
bank, an e-mail provider or a university, often requests the recipient to click a link. The purpose of this attack is
personal data theft by prompting the victim to enter the desired information on a pop-up page, which might
include passwords, personal information and credit card numbers. Additionally, a customised e-mail may be sent
that might contain the name, logo or personal details of the victim (Sophos 2013).

2.2.4. Malware

Harmful software, also known by the generic term malware, includes viruses, worms, trojans, spyware, etc.
Malware is used to damage infected devices or files and to steal personal data, photos and videos (Sophos 2013).
Malware usually attacks users through warez software and is easily accessed by attackers through files
downloaded via torrent, USB (Universal Serial Bus) memory sticks or any visited websites. Connecting a mobile
phone to a ship’s computer to charge can cause the virus to infiltrate the ship’s network and may lead to the
crashing of some systems like the ship’s Electronic Chart Display and Information System (ECDIS). Many types
of malware are a current threat to users. Of these, the Petya virus, used for ransomware attacks, should be
specifically examined, considering the damage it has caused to Maersk, making its name infamous in the
maritime sector. Essentially, Petya renders all files on the victim’s computer inaccessible, meaning these files
cannot be accessed unless a ransom is paid to the Bitcoin account issued by the attacker (Trend Micro 2017).
The Danish maritime company Maersk suffered about $300 million in damages from a Petya-based attack
(Fadilpasi¢ 2017). On a related note, another ransomware product, SamSam software, was used in a cyberattack
on the Port of San Diego (Senzee 2019).

2.3.  Cyber Incidents in the Maritime Industry

Cyberattacks in the maritime sector have been on the increase, particularly in recent years. The threats are
targeting offices, ports and even ships. Attacks, especially when levied against ships, cause more concern
because they can lead to injury of individuals and marine pollution. As an additional cautionary note, the
possibility of cyberattacks is a critical question mark in autonomous ship projects, adding urgency to the
necessity of a closer review of cyberattacks. The maritime sector is experiencing both targeted and untargeted
attacks. In particular, the ransomware attack that caused Maersk to lose $300 million serves as a critical warning
for untargeted attacks in the maritime industry. In the area of information theft, attacks can be carried out against
the offices of maritime companies, and attackers can demand ransom. Furthermore, attacks may allegedly be
supported by a state for both political and military purposes. It is possible to claim that attacks on the GPS
systems of ships in particular are supported by governments because of being sophisticated of GPS attacks. In
addition to the GPS attacks discussed here, the event of attackers taking complete possession of a massive
container vessel in 2017 received extensive news coverage (Blake 2017). Ports represent another area in the
maritime sector to be targeted. In general, port attacks are planned as part of carrying out smuggling activities.
Table 2, corresponding to the years 2011-2019, reveals how cyberattacks reflected in the press have increased,
especially in recent years. The table includes a total of 22 incidents, 17 of which were shore-based attacks, and
five of which were targeted towards vessels. (A dash [-] in the table means ‘particular information is unknown or
does not apply’).
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3. State-Sponsored Claims for Cyberattacks

Five countries are suspected of having carried out state-sponsored cyberattacks on the maritime industry. The
suspects include China, Iran, North Korea, Russia and Turkey.

3.1. China

In April 2012, the Danish Maritime Authority was subjected to a critical cyberattack, though the cyberattack
was not publicly announced until September 2014 (Cyber Keel 2014). The cybersecurity breach under
discussion was discovered in 2014 after an American IT specialist reported it. Investigations revealed that when
a Danish Maritime Authority employee opened a PDF file containing the virus that was sent as an e-mail
attachment, the virus corrupted the employee’s computer and infected the attached network. Investigation
showed that the attackers wanted confidential information regarding Danish shipping companies and the
merchant fleet. The entire network system was shut down for several days while new anti-virus programmes
were installed. Danish Defence Intelligence Service announced that this attack was highly sophisticated, that it
was state-sponsored and that evidence pointed to the attack being organized by China. The Chinese Embassy in
Copenhagen refuted all accusations and announced that Chinese officials did not know about this attack (The
Local 2014).

This targeted attack illustrates the spear-phishing method. Corporate or government staff must be mindful of
the potential for this type of attack, taking precautions when reviewing e-mails received from unrecognised
parties. Unfortunately, in this situation, if the American IT expert had not alerted the Danish Maritime Authority,
the attackers might have been able to steal additional amounts of sensitive information for some time longer.
Following this event and after the 2017 cyberattack that caused substantial damage to Maersk, one of the world’s
leading maritime firms, the Danish government took heed and took steps to create an official cybersecurity unit.

Thus, in June 2018, the Danish Maritime Authority established the Danish Maritime Cybersecurity Unit.
This unit, which serves players in the Danish maritime sector, also organises professional workshops and
conferences especially for the maritime sector regarding cybersecurity. Not only do they develop strategy, but
they play an essential role in implementing the formulated plans. An example of this unit’s efforts is the
document ‘Cyber and Information Strategy for the Maritime Sector’, covering 2019-2022 (Danish Maritime
Cybersecurity Unit 2019).

3.2. Iran

The Port of San Diego in the USA was subjected to cyberattack on 25 September 2018 (IMarEST 2018).
This incident, identified as a ransomware attack named SamSam, affected over 200 victims including hospitals,
municipalities and public agencies as well as the port itself, inflicting $30 million in economic damage (U.S.
Department of Justice 2018). Two Iranians orchestrated the attack, which demanded ransom over Bitcoin. The
investigators of Federal Bureau of Investigation (FBI) consider such attacks to be highly sophisticated as well as
supported by Iran as a state-sponsored cyberattack (ABS 2020; Senzee 2019).

3.3.  North Korea

In April 2016, South Korea announced that around 280 vessels were under a GPS jamming attack that forced
the affected vessels to return to port (Graham 2017). South Korea claimed that this attack was organised by
North Korea. However, North Korea denied this claim (Saul 2017). Even if it cannot be verified with certainty
that North Korea carried out this attack, investigations that revealed the complexity of the attack showed it to be
highly sophisticated. Moreover, GPS jamming attacks cannot be carried out using a single computer but require
specific technical equipment. For this reason, this incident was likely to be a state-sponsored attack. eLoran has
been developed against GPS jamming and spoofing attacks by South Korea (Cozzens 2020).

3.4.  Russia

On 22 June 2017, a ship off the Novorossiysk-Russia shore notified the U.S. Coast Guard Navigation Center
about a problem with GPS. According to the report, the ship’s GPS showed the wrong position, a problem that
also affected more than 20 other vessels in the area. Figure 1 illustrates the spoofed vessel location and actual
vessel location in this incident. The ship’s GPS gave a position inland (near the Gelendyhik Airport), but the
vessel was drifting more than 25 NM (nautical mile) from the given coordinates. Various investigations revealed
that this was a GPS spoofing cyberattack. Experts claimed that Russia had organised the attack to test the
defence system against American missiles (Humphreys 2017; Goward 2017).
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Affected by Spoofed GNSS Signals
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Figure 1: Actual and Spoofed Vessel Locations (C4ADS 2019)

GPS attacks, by their nature, cannot be carried out only with computers but require additional technical
equipment as mentioned above. Although the attack was not confirmed by the Russian government, it could be
inferred that the attack was state-sponsored, given the scope of the attack and the number of ships affected.

This case that Russia supposedly created and that the press has reported is not an isolated one in terms of
such allegations. In 2019, the U.S.-based non-profit Center for Advanced Defence Studies (C4ADS) released a
comprehensive report entitled ‘Above Us Only Stars’. This report estimated that a total of 1,311 civilian vessels
were damaged by Global Navigation Satellite System (GNSS) spoofing attacks conducted by Russia between
February 2016 and November 2018. As per C4ADS, such GNSS spoofing activities are potentially carried out
for defensive reasons concerning strategic locations in Russia or for checking that country’s ability to attack
(C4ADS 2019).

3.5. Turkey

As per the researches, numerous hydrocarbon reserves may be located in the Mediterranean around the island
of Cyprus (Faustmann et al. 2012). In this sense, on 26 January 2007, the Greek Cypriot Southern Cyprus
Administration (GCASC) separated the region identified as its own exclusive economic zone (EEZ) into 13
zones and began licensing those zones to oil exploration firms (Aridemir and Alli 2019). These firms thus
obtained the privilege to explore for hydrocarbons in the areas where they were licensed. However, several of
the identified areas overlap with the Turkish continental shelf and the EEZ of the Turkish Republic of Northern
Cyprus (TRNC). Figure 2 illustrates the EEZ claimed by the GCASC, the Turkish continental shelf alleged by
Turkey, the EEZ claimed by the TRNC and the disputed zones (Yilmaz 2019).

As per GCASC, GCASC's EEZ
[ As per TRNC, TRNC's EEZ
E Disputed zones for TRNC and GCASC
Disputed zones for Turkey and GCASC
M As per Turkish Republic, Turkish Continental Shelf D

de Minha
slge (MEB

Figure 2: Disputed Zones and EEZs of the TRNC and the GCASC (Yilmaz 2019)
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The Republic of Turkey never considered it acceptable to perform reserve research in the disputed regions.
First, on 17 March 2002, the Turkish Navy banned the ‘Northern Access’ research vessel from carrying out
seismic studies on the Turkish continental shelf, and the Turkish Navy imposed similar limitations in 2016 and
2018 (Ozkaya 2018). Ships of the Republic of Turkey, the “Yavuz’, ‘Fatih’ and ‘Barbaros Hayrettin Pasha’, are
continuing to conduct hydrocarbon exploration operations within the disputed areas around the island of Cyprus.

During 2018, multiple incidents involving GPS interference took place across the island of Cyprus. The
NATO Shipping Centre and U.S. Maritime Administration (MARAD) confirm these interruptions (U.S.
Maritime Administration 2018; NATO Shipping Center 2018). Figure 3 shows the GPS interference that has
occurred off Cyprus. (NATO Shipping Center 2018)

(o PO Said S Wyl

Egypt A Area with GPS interference

Figure 3: Area with GPS Interference (NATO Shipping Center 2018)

Additionally, on the organisation’s website, the U.S. Coast Guard Navigation Center (USCG NAVCEN)
posts numerous GPS interference problems received in reports. Around 2018 and 2019, three GPS problems
were recorded from the Cyprus region. No reason for two of these was identified, and they were reported as
‘Unknown Interference’ in the (USCG NAVCEN 2020) records.

The Norwegian Shipowner’s Mutual War Risks Insurance report focuses on the probability of GPS
interference occurring around the island of Cyprus caused by Turkey (2018 cited Denizcilik Bilgileri 2018).
Considering together the records of USCG NAVCEN, MARAD and the NATO Shipping Centre from the year
2018, the absence of any clarification of the origin of most of the GPS problems encountered, the frequency of
GPS interference that generally occurred in the disputed area and the Turkish Navy’s interference towards the
research vessels, it is probable that the goal was to prevent the research vessels from performing hydrocarbon
research in the controversial region by disrupting GPS signals using a GPS jamming attack by the Republic of
Turkey. This possibility, though, remains to be admitted by the Republic of Turkey.

ity S

Figure 4: KORAL - Turkish Electronic Warfre Vehicle seléén 201) -
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‘KORAL’, developed by Aselsan, has been used by the Turkish army for electronic warfare since 2016
(Sabah 2016). Figure 4 shows photos of ‘KORAL’. This system has various capabilities, including launching a
GPS jamming attack. If the claim in 2018 was correct, KORAL must have been used in the attacks against the
research vessels in the vicinity of Cyprus. In 2019, another electronic warfare vehicle developed by Aselsan,
called ‘REDET-II’, was delivered to the Turkish army (C4Defence 2019).

4. Findings

Twenty-two maritime cybersecurity incidents were detected between 2011 and 2019. Even though 17 of
these were shore-based incidents, involving ports and shipping companies, five of them were attacks on vessels
at sea. However, it is highly probable that the attacks on vessels have been even more widespread than those
reported. Examination of USCG NAVCEN records found that between 4 February 2017 and 13 March 2020, 68
cases involving GPS interference were recorded for marine-type devices. Of those 68 records, 56 were reported
as ‘Unknown Interference’ after investigation. In other words, no explanation was stated for these GPS-related
troubles.

China, Iran, North Korea, Russia and Turkey are alleged to have carried out attacks affecting the maritime
industry. Russia is believed to be capable of carrying out GPS spoofing attacks. Turkey and North Korea are
suspected of GPS jamming attacks. China and Iran are asserted to have the capacity to carry out shore-based
cyberattacks.

Turkey is allegedly accused of trying to blockade hydrocarbon exploration activities around the island of
Cyprus, and Russia is alleged to be causing GPS interference for the intent of defence or researching electronic
warfare technologies.

Any claims or state-sponsored allegations in incidents related to the maritime industry have not been
accepted by the countries so accused.

The alleged state-sponsored ship attacks under consideration were limited to GPS.

In 2012, the attack on the Danish Maritime Authority, allegedly planned by the Chinese government, was the
first to target a governmental organisation directly related to the maritime industry.

The GPS jamming attack, which was supposedly carried out by North Korea in 2016 and impacted more than
280 vessels, came to light as the incident that affected the most vessels at one time.

Between February 2016 and November 2018, a total of 1,311 civilian vessels’ navigation systems were
allegedly affected due to Russian-organised GNSS spoofing attacks. Taking into consideration the current
statements, Russia appears to be the state behind most attacks on marine vessels.

The attacks influence not only state institutions but also private industry and individuals. Since GPS attacks
threaten a region, they impact all vessels in the subject area. In comparison, attacks against land facilities aim at
obtaining data or destroying a facility’s computer infrastructure.

Cyber incident record for war ships are not available. It is likely that war ships are affected from cyber
incidents, however, these incidents are not disclosed by navies suffering such attacks. Leaders are likely
covering up the attacks to avoid further damage publicly.

5. Conclusion

Advances in technology have often influenced aggressor states’ methods of attack. Organisations or
governments can now hack information using cyberattacks without the requirement for a spy, or they can limit
ships’ ability to navigate safely by removing GPS capability in an area. State-sponsored attacks threaten to exert
a detrimental effect on merchant shipping, an impact likely to worsen if various states’ attack capabilities are
strengthened over the coming years and more countries begin to participate in this activity. Added to the
difficulty is the reality that states typically cover up such attacks. Throughout the research endeavour, attempts
were made to collect information via e-mail and telephone from different organisations. The e-mails sent,
however, received either no answer or feedback saying that no details could be provided. Further research could
evaluate the efforts of states to counter possible cyberattacks impacting the maritime industry. An additional
topic for investigation would be to examine how such attacks can affect merchant shipping and assess the
detrimental impacts on the global supply chain.
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